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State Case Registry
Cooperative Agreement

between
The Office ofthe Attorney General

of the State of Texas
and

Hopkins County, Texas

CONTRACT NO. 22-COO42

INTRODUCTION

1.1. PABTIES

This Cooperative Agreement (the "Contract") is entered into by and between the Office ofthe
Attorney General ofthe State ofTexas (the "OAG") and Hopkins County (the "County"). In this
Contract, the OAG and the County are referred to individually as (a "Party") or collectively as (the
"Parties").

I.2. AUTHORITY TO CONTRACT

This Contract, induding its attachnents (all ofwhich are made a part hereof and expressly
included herein), is entered into under the authority of Texas Family Code Section 231.002 and
Texas Government Code Section 791.011.

r.3. PURPOSE

This Contract provides for the County to access the OAG Case Management System for the
purpose ofcreating and updating child support Registry-Only cases. The County will gather
sufficient information to satisfu the requiremente of the State Case R€gistry

I.4. TTRMS AND DEFINITIONS

The following terms have the meaning set forth below. All other terms have the meaning set forth
in the Merriam Webster's Collegiate@ Dictionary, Eleventh edition.

Child Support Case

Dependent

Full-Service

Non-Custodial Parent

Term Defrnition

Cause Number A unique case identifier randomly assigned by the District Clerk at the time
the original petition is 6led.

A collection ofdata associated with a particular child support order, court
hearing, and/or request for IV-D services that t,?ically includes data
regarding a Custodial Parent ("CP'), Non-Custodial Parent ("NCP"), a
Dependent(s) ("DP') and./or presumed father.

The person who has primary care, custody, and control ofthe Dependent(s).

The minor or adult child who is under the primary care, custody, and contml
of the Custodial Parent.

A Child Support Case for which the OAG is providing all Title IV-D child
support services pursuant to a signed application for services submitted by a
CP or NCP, an automatic referral for services pursuant to a county's local
rule, or an automatic referral from the Health and Human Services
Commission when a CP is certifred to receive public assistance.
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Custodial Parent

Ttre parent who does not have primary care, custody, or control ofthe
Dependent(s).



Term Definition

Start Date of Cause

State Case Registry

2. CONTBACTTEBM

The Contract becomes effective on September 1, 2021 and, unless aooner terminated as provided herein,
ends on August 31, 2026.

3. BEQUIREMENTS

3.I. COT,'NTYOBLIGATIONS

3. r.1. Customer ntifrcat lon

The County shall adhere to the OAG Procedures for Customer Identification (Attachment
A) prior to responding to an inquiry or updating case and member information.

3.1.2. State Disbu rnent Unit

3.1.3

In accordance with Texas Family Code Section 154.004 and 42 U.S.C.654b, all court
orders with child support rendered by a court on or after January 1, 1994, must dir€ct
child support payments to the SDU. The County will noti& the OAG ifit identifies a

pattern of court orders from a particular court or attorney that fails to comply with
Section 154.004 ofthe Texas Family Code and 42 USC 654b.

OAG Case Manasement Svstem

3.1.3.1. Create New Registry-Only Cases

The County shall create new Registry-Only Child Support Cases on the OAG

Case Management System within 6ve (5) Business Days from the "date

received- time Etamped on the Temporary or Final order indicating that the
order was received by the CountY.

3.1.3.2. The County may use the original court order or the Record of Support Form
1828 (Attachment B) to obtain the necessar-v information for entry to the OAG
Case Management System. Form 1828 is published on the OAG-CSD's
webpage, https://www.texasattomeygeneral. gov/child-support/get-start:d/all-
child-support-forms, under'Child Support Enforcement - Record of Support (1

TAC 55.12 r)."

Business Day The days and hours (trIonday through Friday, 8:00am to 5:00pm Central
Standard Time or Central Daylight Savings, whichever is prevalent) in which
the OAG Child Support Divbion ("CSD") is open for business.

OAG Case Management
System

A federally certified case management system for the Title IV-D program.

Registry-Only A Child Support Case for which the Title IV-D services provided by the OAG
are limited to recording and disbursing child support payments.

The date the judge signed the order for child support

A federally mandated database maintained by each state that contains
information on Child Support Cases established or modifred after October 1,

1998.

The centralized payment collection site in Texas where all child support
payments arc received and processed.

State Disbursement
Unit ('SDU')

Title IV, Part D ofthe federal Social Security Act (42 U.S.C. $651, et seq.), as
amended.

Title Iv.D
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3.1.3.3.

3.1.3.4.

3

3

Update Existing Cases

The County shall update the OAG Case Management System with new or
additional case and./or member data as the County receives such data from the
Custodial Parent, Non-Custodial Parent, employer, Court, or attorney of
record. This additional case and/or member data includes but is not limited to
the following:

. Complete Address for Custodial Parent, Non-Custodial Parent, Dependent,
and any other parties to the Child Support Case

e Protective Orders
. Order Modfication Date
o Dependent Status
. Case Closurce
. Jurisdictional Transfer of Court Orders

1.3.3.1- The County shall update the O,{G Case Management S}'stem within
thrcc (il) Busint ss Da-r-s after receipt of the data.

State Case Regist4 Complete

t.3.4.1. The County shall update the O.{G Case }Ianagement S}-stem with
sullicient data for a Child Support Case to be considered State Case
Registry Complete.

l.;J.4.2. State Case Registry Complete. luinimum Requircd Data Ele'meats

3. 1.3.{.2. t. Participant Information

. Type (Dependent, Custodial Parent, Non-Custodial Parent)

. Fir€t and Last Name

. Gender

. Social Security Number (SSN) anrVor Date of Birth (DOB)

. Custodial Par€nt's Complete Address

3.1.:1.1.2.2. Case and Cause Information

o Cause Number
. Start Date of Cause

3.1.3.i. Cases with Child Support Payments

:1.1.;1.;.1. The County shall create a new Child Support Case on the'OAG Case
I{anagement S1'stem. updating all available information. rvithin five (.-)
Business Dal s fn.rm notification by the SDU that a pa.\'ment has bcen
receired

:t.1.3.5.2. Thc County shall forward all misdirc'r-te'd child suppon payments to the
SDU within one ( l) Business Da1' of n:ceipt and shall noti$ the r€mitter
of thc correct pa1'ment address.

CHANGES TO THE OAG CASE MANAGEMENT SYSTTM

The OAG reserves the right to make changes to the OAG Case Management System and related
procedural and training documents. The OAG will make every elIort to provide advance notice of
any planned system changes that may impact the business operations or processes of the County.

PEBFORMANCE BEVIEIIT'

3.3.1. The County shall allow the OAG access to appropriate County data and County facilities
for the purpose ofreviewing and inspecting County processes related to the r€quirements
ofthis Contract.

3.3.1.1. In its sole discretion, thc OAG may reriew a random sample of Child Support
Cases to ensure compliance with Contract terms. ineluding:

3.2.

3.3.
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3.4. TRAINING

3.3.1.1.1. All murt orders with child support, whether a temporary or final order.
arr entercd on the OAG Case Management System.

3.3.1.f.2. Child Support Case information is ent€rcd on the OAG Case
Management System within the required time frames.

3.3.1.f.3. Child Support Case information is entered accurately on the OAG Case
Management System.

3.3.f.I.4. Court orders direct child support payments to the SDU.

The County shall ensure that, upon notification by the OAG, all County personnel
performing Contract Services comply with mandatory OAG and statutory training
requirements.

AII County personnel performing Contract Services must be trained on the OAG Case
Management System. Upon request from the County, the OAG will provide training
materiale r€lated to the OAG Case Management System. Training may be provided
virtually or in person and will be scheduled by the OAG Regional Trainers by the end of
the quarter following such request. The County shall be responsible for all travel related
costs associated with this training. The County shall direct training requests to:

Charles Whit€head (or successor in ofrce)
Office ofthe Attorney General
Mail Code 053
PO Box 12017
Austin, TX 78711-20l'l
Email address: CSD-TRN@oag.texas.eov

3.4.1

3.4.2

4. REMEDIES FOB UNSATISFACTORY PERFORMANCE

4,I. DETEBMINATION OF UNSATISFACTORY PERFOBMANCE AI\ID CORRECTIVE
ACTION
,1.1.1. Failure of the County to perform Contract Services shall be considered unsatisfactory

performance. Unsatisfactory performance issues shall be communicat€d to the County in
writing by the OAG Contract Manager.

,1.1.1.1. The County must provide a written response to the OAG Contract Manager
within a reasonable time frame as determined by the OAG.

,1.1.1.2. The OAG Contract Manager will review the Countl"s written response and
supporting documentation to make a final determination.

4.1.1.3. Final determination of p€rformance findings will be documented in controlled
correspondence to the County. If the OAC Contract Manager issues a final
determination of unsatisfactory performance, the County shall provide a
c0rr€ctive action plan.

4.1.1.3.1. The County's corrective action plan must be submitted to the OAG
Contract I\ianager within fifteen (15) Business Days of the final
determination from the OAG of unsatisfactory performance.

4.1.1.3.2. The corrective action plan must include a timeline for implementation
and must be approved by the OAG Contract Manager.

1,2. RIGET TO WITIIIIOLD PAYMENTTI

4.2.1- The OAG may withhold payment in whole or in part if the County hils to:

4.2.1.1. Respond to the OAG's initial correspondence regarding Contract Service
performance issues;
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-1.2.1.2. Submit a corrective action plan to the O.{C within the specified time frame: or.

{.2.1.3. Implement the approved corrective action plan rvithin the specified time frame.

If the County's performance does not return to a satisfactory status within four (4)
months after implementation ofthe corrective action plan, the OAG may withhold
payments in whole or in part.

Ifthe unsatisfactory status persists for a total ofsix (6) months after implementation of
the corr€ctive action plan, the OAG may terminate this Contract (in accordance with the
"Termination ofthe Contract" section below) without payment to the County for any
clsts incurred by the County from the time that the OAG commenced withholding
payments.

The OAG will resume payments to the County wheu the OAG frnds the County has
complied with the provisions enumerated in the "Determination ofUnsatisfactory
Performance and Corrective Action" section above. The first payment after resumption
shall include all costs accrued during the period in which payments were withheld.

{.2,l

5. FINANCIAL MATAERS

5.1. MA)flMIjM LIABILITY OF THE OAG

Notwithstanding any other provision ofthis Contract, the maximum liability of the OAG under
this Contract is One Thousand Nine Hundred Sirty Dollars and No Cents (t1,960.00).

5.2. PAYMENT STRUCTURE

5.2.1. Federal Share

The OAG shall be financially liable to the County for the federal share ofthe County's
Contract associated costs. "Federal Share" means the portion of the County's Contract
associated clsts that the federal Ofrce of Child Support Enforcement reimburses the
state as federal frnancial participation under Title fV-D. For purpose of reference only,
the federal share on the effective date of this Contract is 66%.

;.2.'2. State Case ne(istrv
5.2.2.1. State, Case Rcgistrl Complete Fee

The County agrces that the per activity fee for each Child Support Case in
which the County initially entered sufficient data on the OAG Case
Management System to deem the case "State Case Registry Complete," as
deEned in the "State Case Registry Complete" section ofthis Contract, is 14.06

i.2.2.2. State Case Regist4' Complt'te Update Fee

The County agrees that the per activit5r fee for each updae on a Child Support
Case previously deemed Stat€ Case Registry Complete is $4-46.

3. Thc Countl' agrees that. for the purposes of this Contract. all of the Countljs
reimbursable Contract associated State Case Registry costs for anl giten
calendar month is equal to the Federal Share of the numher of State Case
Registrl Cornplete activities during the calendar month multiplied bv thc Statt,
Case Rc,gistry Complete Fee plus the number of State Case Rcgistry Complctc
Updates during the calendar month multiplied by the State Casc Registry
Conplete Update Fee.

.5.2.2.:1.I. Thus. the OAG's liabilit;- for the Countl'.'s Contract associated Statc Casl
Registry costs is calculated as follorvs:

[(Calendar Month State Case Registry Complete activities x $14.06) +
(Calendar Month State Case Registry Complete Update activities x

94.46)l x Federal Share = OAG Liability

L2.:l

;.2.!
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5.3. INVOICING AND PAYMENT IIYFOBMATION

5.3.1. The OAG will forward a Summary and Reimbursement Invoice for any particular
month's activities to the County for review and approval by the twenty frfth (25e) day of
the following month.

5.3.2. Ifthe County approves the Summary and Reimburaement Invoice, the County will,
within ten (10) Business Days ofreceipt, sign the invoice and return it to the OAG for
payment. The County's signature constitutes approval ofthe invoice and certification
that all services pmvided during the period mvered by the invoice are included on the
invoice. The OAG shall process the invoice for payment in accordance with the state
procedures for issuing state payments.

The County shall submit the invoice via email to CSD'Countvlnvoicins@oag-texas.eov
Or via USPS mail to:

Jamie Lala, OAG Contract Manager (or successor in office)
Mail Code 062
Office ofthe Attorney General
PO Box 12017
Austin, TX 78711-2017

5.3.3. Ifthe County does not appmve the Summary and Reimbursement Invoice, the County
shall return the invoice to the OAG within ten (10) Business days after receipt, detailing
the basis ofany disputed item, and including supporting documentation. The OAG will
review the County's dispute. Ifthe dispute is resolved in the County's favor, the OAG will
make payment as set forth in the preceding subsection. Ifthe dispute is not resolved in
the County's favor, the OAG will make payment in accordance with the invoice originally
sent to the Couuty and will forward a letter ofexplanation to the County.

5.4. LIMITATION OF OAG LIABILITY

5.4.1. Tbe OAG shall be liable only for Contract associated costs incurred after @mmencement
of this Contract and before termination of this Contract.

5.4.2- The OAG may decline to reimburse costs that are submitted for reimbursement more than
sixty (60) calendar days after the State Fiscal Year calendar quarter in which such costs
are incurred.

5.4.3. The OAG shall not be Iiable for reimbursing the County ifthe County fails to complv
with the requirements of the "State Case Registry'' section above.

5.4.4. The OAG shall not be liable for reimbursing the County for any activities eligible for
reimbursement under another contract or Cooperative Agreement with the OAG (e.g.,

customer service related to cases in the same County's Integrated Child Support System
(ICSS) caseload).

5.5. AI'DIT AND INVESTIGATION

The County understands that acceptance offunds under this Contract acts as acceptance ofthe
authority ofthe State Auditor's Ofrce (or any successor agenry), the OAG (or any successor

agency), as well as any external auditors selected by the State Auditor's Office, the OAG, or the
United States (collectively referred to ae 'Auditing Agencies"), to conduct an audit or investigation
in connection with those funds. The County further agrees to cooperate fully with the Auditing
Agencies in the conduct ofthe audit or investigation, including providing all records r€quested.
The County shall ensur€ that this clause concerning the authority to audit funds received
indirectly by subcontractorc through the County and the rcquirement to cooperate is included in
any subcontract it awards.



5.6. FINANCIAL TERMS

5.6.1. Buv Texas

In accordance with Section 2755.4441, Texas Govemment Code, the County shall, in
performing any services under this Contract, purchase products and materials produced
in Texas when they are available at a comparable price and in a comparable period of
time to products and materials produced outside Texas.

Legislative Aooropriatious

All obligations ofthe OAG are subject to the availability oflegislative appropriations and
for federally fuuded contracts, to the availability of federal funds applicable to this
Contract. The Parties acknowledge that the ability ofthe OAG to make payments under
this Contract is contingent upon the continued availability of funds for the Child Support
Enforcement Strategy and the State Disbursement Unit Strategy (collectively,
"Strategies"). The Parties acknowledge that funds are not specifically appropriated for
this Contract and the OAG's mntinual ability to make payments under this Contract is
contingent upon the funding levels applopriated to the OAG for the Strategies for each
particular appropriation period. The OAG will use all reasonable efforts to ensure that
such funds are available. The Parties agree that iffuture levels offunding for the OAG
Child Support Enforcement Strategy and/or the State Disbursement Unit Strategy ar€
not sufficient to continue operations without any operational reductions, the OAG, in its
discretion, may terminate this Contract, either in whole or in part. In the event ofsuch
termination, the OAG will not be considered to be in default or breach under this
Contract, nor shall it be liable for any further payments ordinarily due under this
Contract, nor shall it be liable for any damages or any other amounts which are caused
by or associated with such termination. The OAG shall make its best ellorts to pmvide

reasonable written advance notice to the County ofany such termination. In the event of
such a termination, the County shall, unless otherwise mutually agreed upon in writing,
cease all work immediately upon the effective date oftermination. The OAG shall be

liable for payments limited only to the portion ofwork the OAG authorized in writing
and which the County has completed, delivered to the OAG, and which has been accepted

by the OAG. All such work shall have been cnmpleted, per the Contract requirements,
prior to the effective date oftermination.

Provision of Fundins bv the United States

It is expressly understood that any and all ofthe OAG's obligations and liabilities
hereunder are contingent upon the existence ofa state plan for child support
enforcement approved by the United States Department of Health and Human Services
providing for the statewide program of child support enforcement, pursuant to the Social
Security Act, ard on the availability of Federal Financial Participation for the activities
described herein. In the event that such approval ofthe state plan or the availability of
Federal Financial Participation should lapse or otherwise terminate, the OAG shall
promptly noti& the County of such fact in writing. Upon such occurrence, the OAG shall
discontinue payment hereunder.

;.6-.t. Antitrust and Ass isnment of Claims

Purauant to 15 U.S.C. Section 1, et seq., and Texas Business and Commerce Code Section

15.01, et seq., the County amrms that it has not violated the Texas antitrust laws or
federal antitrust laws and has not communicated its bid for this Contract directly or
indirectly to any competitor or any other person engaged in such line ofbusiness. The

County hereby assigns to the OAG any claims for overcharges associated with this
Contract under 15 U.S.C. Section l, et seq., and Texas Business and Commerce Code

Section 15.01, et seq.

Hopkins County SCR Contract 22-COO42 Page 7 of 27

5.6.l.

;. {i.:}.



6. CONTBACT MANAGEMENT

6.1. CONTROLLEDCORRESPONDENCE

6.1.1. In order to track and document requests for decisions and/or information pertaining to
this Contract, and the subsequent rcsponse to those requests, the OAG and the County
shall use Controlled Correspondence. The OAG will manage the Controlled
Correspondence for this Contract. For each Controlled Correspondence document, the
OAG will assign a tracking number and the document shall be signed by the appropriate
Party's Contract Manager.

6- 1.2. Controlled Correspondence shall not be used to change pricing or alter the terms ofthis
Contract. Controlled Correspondence shall not be the basis ofa claim for equitable
adjustment ofpricing. Any changes that involve the pricing or the terms of this Contract
must be by a Contract amendment. However, the Controlled Correspondence process
may be used to document reinements and interpretations ofthe provisions ofthis
Contract and to document the cost impacts ofproposed changes.

6. 1.3. Controlled Correspondence documents shall be maintained by both Parties in on-going
logs and shall become part ofthe normal status !€porting process. Any communication
not generated in accordance with such process shall not be binding upon the Parties and
shall be of no efect.

6.2. NOTICES

Written Notice l)eliverv

6.2.1.1. An1' notice' requirc.d or permitted to bc givtn undcr this Contract by one Party
to the other Party shall be in writing and shall be addressed to the receiving
Part-,- at the address hertinafter specified. The notice shall be deemed to have
be,n given immediatell- if delivered in pt,rson to the recipient's address
hereinafter spccified- It shall be deemed to have boen given on the date of
certified receipt if placed in the Unitcd States Mail. postage prepaid. b]'
registered or certified mail with retum receipt requested. addrr:ssed to the
rt'ceiving Panl' at the address hercinafter spec'ified. If the notice is sent via
email, it shall be deemed to have been given on the date it is recr:ived try email
submitted with a read receipt reque$ted. confirmed reccived by the st'nder and
confirmed received b1' the re'ct'iving Partl at the email address ht'reinafter
sPeci6ed.

6.2.1.2. The address of the Countl' for all purposes under this Contract and for all
notices hereunder shall be:

Cheryl Fulcher(or successor in office)
District Clerk, Hopkins County
P-O. Box 391
Sulphur Springs, TX 75483
Email address: dclerk@hopkinscountytx.org

6.2. 1.3. The address of the OAG for all purposes under this Contract and f<rr all notices
hereunder shall be:

Ruth Anne Thornton (or successor in office)
Director of Child Support (IV-D Dir€ctor)
Omce ofthe Attorney General
PO Box 12017
Auetin, TX 78711-20l?
Email address: Ruth.Thornton@oag.tex&s.gov

6.:.1
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With copies to:

Clalton D. Richter (or successor in office)
Transactional Attorney Manager,
CSD Legal Sewices
Office ofthe Attorney General
PO Box 12017 (Mail Code 044)
Austin, TX 787 Ll-2O17
Email address: Clayt n-Richter@oag.texas.gov

6.3. CONTRACT MANAGERS

6.3.1. The OAG Contract Manager is;

Jamie Lala (or successor in olfice)
CSD-Government Contracts
Ofrce ofthe Attorney General
PO Box 12017 (Mail Code 062)
Austin, TX 78711
Email address: iauoie,hlg@sagjc:aggoy
Phone: (512) 460-6768

6.3.1.1. Any changes to this assignment shall be documented by Controlled
Correspondence.

6.3.1.2. The OAG Contract Manager has the authority to:

. sign Controlled Correspondence

. sewe as the day-to-day point ofcontact
o coordinate quality contrcl reviews

' approve invoices
. coordinate meetings with the County
r inveetigatecomplaints

6.3.1.3. The OAG Contract Manager shall have no authority to agree to any Contract
amendment or pricing change.

6.3.2. The County Contract Manager ia:

Cheryl Fulcher(or successor in office)
District Clerk, Hopkias C,ounty
P.O. Box 39r
Sulphur Springs, TX 75483
Email addrcss: dclerk@hopkinscountytx.org

6.3.2.1. Any changes to this assignment shall be documented by Controlled
C,orrespondence.

6.3.2.2- The County Contract Manage? has the authority to:

. make decisions regarding the deliverables required by thiE Contract

. sign Contmlled CorresPondence

. serve as the day-to-day point of contact

. coordinate quality contml reviews
o coordinate meetings with the OAG
. investigatecomplaints

6.1. SIIBCONTRACTINGAPPROVALBEQUIRED

It is contemplated by the Partie8 hereto that the County shall conduct the performances provided
by this Contract substantially with ita own r€aour@a and through the services of its own etaff. In
the event that the County should det€rmine that it i8 necessary or expedient to subcontract for
any ofthe performances specified herein, the County shall subcontract for such performances only
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after the County has transmitt€d to the OAG a true copy of the subcontract the Couuty proposes

to execute with a subcontractor and has obtained the OAG's written approval for subcontracting
the subject performances in advance of executing a subcontract. The County, in subcontracting for
any performances specified herein, expressly uuderstands and acknowledges that in ent€ring into
such subcontract(s), the OAG is in no manner liable to any subcontractor{8) of the County. In no
event shall this provision relieve the County of the responsibilitlr for ensuring that the
performances rendered under all subcontracts ar€ rendered so as to comply with all terms ofthis
C,ontract.

6.5. NO ASSIGNMENT BY COI'NTY

The County will not assign its rights under this Contract or delegate the performance ofit8 dutieg
under this Contract without prior written approval from the OAG. Notwithstanding anything to
the contrary in the Texas Business Organizations Code or any other Texas or other st t€ statute,
a merger shall not act to cause the assumption, by the surviving entity or entities, of this Contract
and/or its associated rights and duties without the prior wdtten approval ofthe OAG. The term
"mergel' as used in this section includes, without limitation, the combining of two corporations
into a single surviving corporation, the combining of two existing corporations to form a third
newly created corporation; or the combining ofa corporation with another form ofbusiness
organization-

6.6. BEPOBTING FRAUD, WASTE, OB ABUSE

6.6.1. The County must report any suspected incident of fraud, waste, or abuse associated with
the performance ofthis Contract to any one ofthe following list€d entities:

6.6. l. l. tlte Contract Manager:

6.6.1.2. the Division Chieffor Conuact Operations. Child Support Division:

6.6. 1.3. the Division Chief lor Field Support. Child Support Division:

6.6.1.{. the Director for Child Suppot (IV-D Dir€ctor):

6.6.1.5. the OAG Ethics Adrisor;

6.6. 1.6. the OAG's Fraud, Waste and .{buse Prevention Program (FWAPP) Hotline
(ti00-252-801 1) or the FW.{PP E-mailbor (F\t'.{PP4oag.te:(as.gov);

6.6.1.7. the State Auditr-rr's Offrce hotline for fraud (1-800-892'8348).

6.6.2. The report ofsuspected misconduct shall include (if known):

6.6.2.1. the specific suspected misconduct:

6.6.2.2. the namcs of thc individual(s)/entity(ies) involved:

6.6.2.3. the date(s)nocation(s) of the alleged activitl'(ies):

6.6.2.{. the names and all available contact information (phonc numbers. addresses) of
possible witnesses or other individuals *'ho ma.'- have rt'lt'vant iuformation:
and

6.6.2.5. any documents which tend to support the allegations'

6.6.:1. The words fraud, waste, or abuse, as used in this Section, have the following meanings:

6.6.:1.1. Fraud is the use of one's position for obtaining personal benefit (including

bencfit for famil-'-/friends) through the deliberate misuse or misapplication of
resources ur assets.

6.6.3,2, Waste is the extravagant careless or needless expenditure of funds or
consumption of propertJ that results fron deficient practices, system controls,

or decisions.
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6.6.;].3. Abusc is the misuse ofonc's position, title, or authtrritv to obtain a pc,rsonal
bcncfit (including benefit for famill /friends) or to attcmpt to damagr. someonc
else.

6.7. COOPEBATION WITH TIIE OAG

The County must ensure that it cooperates with the OAG and other state or federal
administrative agencies, at no charge to the OAG, for purposes relating to the administration of
this Contract. The County agrees to reasonably cooperate with and work with the OAG'S

contractors, Bubcontractors, and third party r€pr€sentatives a8 requested by the OAG.

6.E. DISPUTE RESOLUTION PBOCESS FOR CI.AIMS OF BBEACH OF CONTRACT

6.8. L The dispute resolution process provided for in Chapter 2260 ofthe Government Code
shall be used, as further described herein, by the OAG and the County to attempt to
resolve any claim for breach of contract made by the County.

6.8.2. A claim for breach ofContract that the Parties cannot resolve in the ordinary course of
business shall be submitted to the negotiation prccess provided in Chapter 2260,
Subchapter B, ofthe Government Code. To initiate the process, the C,ounty shall submit
written notice, as required by subchapter B, to the Director for Child Support (IV-D
Director), Office ofthe Attorney General, PO Box 12017 (Mail Code 033), Austin, Texas
7E7ll-2017. The uotice shall specifically state that the provisions of Chapter 2260,
Subchapter B, are being invoked. A copy ofthe notice shall also be given to all other
representatives ofthe Parties otherwise entitled to notice. Compliance with Subchapter
B is a condition precedent to the filing ofa contested case pmceeding under Chapter
2260, Subchapter C, ofthe Government Code.

6.8.:1. The contested case process prnvided in Chapter 2260, Subchapter C, ofthe Govemment
Code is the sole and exdusive process for seeking a remedy for any and all alleged
breaches of contract by the OAG if the Partiee are unable to resolve their disputes under
the negotiation pmcess.

6.8..1. Compliance with the contested case process is a condition precedent to seeking consent to
sue from the Legislature under Chapter 107 ofthe Civil Practices and Remedies Code.

Neither the execution of this Contract by the OAG nor any other conduct ofany
r€presentative ofthe OAG relating to the Contract shall be considered a waiver of
sovereign immunity to suit.

6.8.5. The submission, processing, and resolution ofa claim for breach ofcontract is governed

by the published rules adopted by the OAG pursuant to Chapter 2260, as curr€ntly
effective, hereafter enacted or subsequently amended.

6.8.6. Neither the occurrence ofan event nor the pendency ofa claim constitutes grounds for
the suspension ofperformance by the County, in whole or in part.

?. INFOBMATION PROTECTION PBOVISIONS

7.I, GENEBAL

7.1.1. Suryival of Provisioas

7.1.1.1. Perpetual Survival and Severabilitl'

7.1.1.1.f. OAC rights and privileges applicable to OAC Data shall survive
expiration or any termination of this Contract. and shall be perpetual.

7.1.1.1.2. As an exception to the foregoing perpetual survival. ifcenain OAG Data
become publicly known and made generally available through no action
or inaction of the Countl'. then the County may use such publicly known

OAG Data to the samc'extent as any other member of the public.

7.1.1.I.3. If any term or provision of this Contract. including these Information
Protection Provisions, shall be found to be illegal or uneniorceable. it
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shall be deerned independent and divisible. and notwithstanding such
illegalit-r- or uuenforceatrility. all other terms or provisions in this
Contract. including these Information Prctection Pmr.isions, shall renrain
in full force and effect and such term or provision shall be deemed to be
deleted.

7.1.2.1.2. All references to'O.\G-CSD ISO" shall nean the Office of the Attornel
General-Child Support Division Information Security Offi cer.

7. 1.2.1.3. All references to "County" shall mean Hopkins Countv-

?. l.?.1.4. All references to 'Count;-'s .\gents" shall mean the Count-v's officials.
employ'ees, agents. mnsultants. subcontractors. and representatives. and
all other persons that perform Contract Serviccs on the Court-v's behalf.

?. L2.1.5. -{ll references to "Contract S€rvices" shall include activities within the
scope of the executed Contract.

7.1.2.1.6. All references to -OAG Data" shall mean all data and information (i)

originated by the OAG or. (ii) which the Count-n- actesses from O.{G
information s1,stems. This Contract requires the County to retrieve data
from the courts and other sourtes and create data within the Texas Child
Srrppon Enforcement System. OAG Data does not include data and
information originated by the County in the performance of its statutory
responsibilities. Government Code Chapter 552 defines the exclusive
mechanism for determining whether O.lrG Data are subject to public
disclosure. However. data that is publicl-'- kno.r'n and generalll availatrle
to the public is not suhject to these Information Protection Provisions.

7.1.?. t.?. .A.ll references to 'OAG Customeru" shall mean any person or entity that
delivers, receives. accesses- or uses O-{G Data.

?.1.2.1.8. The term -Security Incident" means an occurrence or event where the
confidentiality. integrit)', or availability of OAG Data may have heen

compromised and includes. without limitation. a failure b1'the Count-,- to
perform its obligations under the Data Security and Phl sical and S1'stem

Securit-v subsections below.

lnclusion in all Subcontracts

The requirements of these Information Protection Provisions shall be

included in. and appll'to. all submntracts and any agreements the
Countv has with anl'ooe perforuritrg Contract Services on the Count.l-'s

behalf.

: I.)'

1.t.2.2

7.1.2.3. Third Pa*ies

7-1.2.3.1. This Contract is between the County and the OAG. and is not intended to
create an-v independent cause of action b.v any third party. individual, or
entity against the OAG or the Countl'.

7.1.2.4. Termination for Non-Compliance

7 .1.2.4.1.In the event that either the County or the County's .A.gent fails to mmpl]-
with any of the Information Protection provisions. the O.{G may exercise
any remedy. including immediate termination of this Contract.
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i.1.2. Anolicabilitv

7.1.?.1. Beferences in the Information Protection Prorisions.

7.1.2.1.1. All references to -OAG- shall mean the O{fice of the Attornev General.
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;. l.:1. pqrsonnel Briefings Traininq and Ackuowledgments

OAG Data

l.l The Count;- and the Count!"s.\gents possess no special right to acct'ss. use. or
disclose OAG Data as a result of the County's contractual or fiduciar.r
relationship u'ith the OAG- A^s between the O.\C and the Count!. all OAC Data
shall be considertd the property of the OAC and shall be deemed confidential.
The County hertb-r'irrcvocabll assigns. transfers. and convels. and shall cause
the Count-'-'s Agents to irrevwablJ- assigr. transfer. and convcl'to the O.\G
without funher consideration all of its and their right title and interest to OAG
Data. Upon request b3- the O.\G. the Countl'shall exe,cute and dt'liver and shall
cause the Count]"s .{g('nts to executc and delivcr to the OAG an1- d<rcuments

that mal'be necr:ssary or desirable under an1-' law to preserve or enable the
OAC to enforce its rights with respect to OAG Data.

Use of OAG Datq

t.l.:1.1. The Countl shall ensure that all persons having access to data obtained frorn
OAG Slstems arc thoroughll briefcd on related securitl procedures, restricted
usage. and instructions requiring their awareness and mmpliance. The
Countljs Agents shall onll- bc grantcd access to O.{G Sl stems after they have
received all required securit5' training and have executed all required securit-v
ag"eements. acknowlcdgmcnts. and certifications.

The Count.r- shall ensurc'that all Countl' personnel having atcess to OAC Data
reccive annual reorientation sessions when offert'd br the OAG and all County
personnel that pcrform or are assigncd to pcrform Contract Scrvices shall rc-
erecute. and/or rcneu their acrceptance of. aU applicablc securitl'documents to
ensrrre that they rcmain cure'nt rcgarding all securitl' requirt'ments.

Kev Person Dependence or Collusion

The County shall prctect against any key-person dependence or collusion by enforcing
policies ofseparation ofduties, r€stricted job responsibilities, audit logging, and job

rotation.

7. l.:1.2

7.2. DATA SECURITY

i .!.1. Richts in

'i.2.2.t

i.).2.2

OAG Data havc been, or will be, provided to the Countl'and the Countl-'s
Agcnts solel.v- for use in connection t'ith providing thc Cotrtract Services- Ro-

use of OAG Data in any form is not permitted- The County agrt'es that it will
not acless. use. or disclose OAG Data for au] purpose not neccssar-"- for the
performance of its duties under this Contract. Without the O-\G's appmval 1in

its sole tliscretion). ntither the Countl nor the Crrunt!'s .{gents shall: (i) use

OAG Data other than in connettion with pror-iding the Conrract Sen'ices: (ii)
disclose. scll, assign. lcase. or other$'ise provide'OAG Data to third parties.
including any local, state. or ft'deral legislative bod;-: (iii) commercially exploit
OAG Data or allow OAG Data to be comnrercially exploited: or (iv) create.

distributt'. or usc an1'elcctronic or hard mpl mailing list ofOAG Customers for
purposes other than in connccti<.rn u'ith prov-iding the Contract Services--Ho*ou".. 

nothing in this Contract is intendcd to restrict the County from
performing its other authorizt'd dutics. For example' the dutl.. to disseminatc
copies of court orders to requcsting parties that nt'cessarilf includes data such

as names and addresses.

The Countl' r-rr the Countlis Agents ma1. however. disclose O'\G Data to the
extent required b]- law or b.'- order of a court or governmental agencl': provided

that the Countt'shall give the OAG' and shall cause thc Count!'s Agents to
give the O.A.G. notice as soon as it or the-\' art aware of the rt'quirement; and
use its or their best efforts to cooperate l*ith the OAG if the OAG rvishes to

.l

1.!.!
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obtain a pr.ot('ctive ordcr or oth.,rwisc protc'ct thc con{identialit}' of such OAG
Data. The OAG reserves tht' right to obtain a pmtc(tive r)rder or otht'rwise
protect the <v.lnfidentiality ofOAG Data.

?.2.2.3. In tht, event o[ anl unauthorized disclosure or krss of OAG Data. thc Countl'
shall immediatell- compl-v rvith the Noticc subsc,ction <rf the Securitl' Incidents
subsection set forth below.

Statutorv. Beeulatorv and Policv Comoliance

The County ag:ees to comply with all OAG policies, standards and r€quirements, state
and federal statutes, rules, regulations, and standards regarding the protection and
confidentiality of OAG Data, for which it has received notice, as currently effective,
subsequently enacted or as may be amended. The existing requirements that are
applicable to the County's obligations under thie Contract are included in this Contract.

Data Reteution andDestruction

Within six (6) months of Contract award. the Count]- and the O.{G shall
devclop a mutualll agreed upon detailcd schedule for thc retention and
possible desuuction of OAG Data. The schedule r+ill be based upon the
Contract Sen'iccs heing performed and the Countl's linriled authorization ro
access. use. and distlose OAC Data. Thc Countv shall rc'tain all OAG Data
until such schedule is developed. Subscquent to developing and agrceing upon
that schedule. the Countl- shall:

i. R€tain and destroy OAG Data in accordance with the detailed schedule
for its retention and destruction;

ii. Destroy or purge OAG Data in a mauer consiatent with state policy
and federal regulations for destruction ofprivate or confidential data
and in such a way so that the Data are unusable and irrecoverable;

iii. Destmy all hard copy OAG Data by shredding to efrect 5/16 inch wide
or smaller strips and then either incinerating or pulping the sbredded
material; and

iv. Within frve (5) calendar days, excluding weekends and holidays, of
destruction or purging, provide the OAG with a completed OAG-Child
Support Division "Certificate of Destruction for Counties and Vendors;"
a copy of which is attached hereto and included herein (Attachment C).

In thc event ofContract expiration or termrnation for anl reason. all hard'cop-u..

OAC Data shall. in ac'cordancc with the detailcd rt'tentiotl schedule agrccd to
b1' the Countl'and thc OAG undcr The Data Retention and Destrue-tion scctir-rn

ab,rve. either he destro]'ed or rctumed to the OAG- If immediate purging of all
data storage components is not possible, the County agrees that anl OAG Data
remaining in an! storage component * ill be protected to prevent unauthorized
disclosures.

Within twenty (20) Busincss Dals of Contract expiration or terminatlon.
the Countl-shall providc tbe OAG with a signed statement detailing the
nature of O-\G Data retained. t)-pe of storage media. phl sical lrxation(s).
and an] planned destruction date.

?.2..1.3. In its sole discretion, the OAG ma1' waive notification requirements or request
rtasonatrle changes to thc detailed st'hedule fol the retention and destruction of
OAG Data.

Beouests to Countv for Confidential or Public Iuformation

The County and the CountJ-'s Agents expressll'do not have any actual or
implied authority to determine whether any OAG Data are public or exempted
from disclosure. Texas Government Code Chaprer 552 defines the exclusive
mechanism for determining whether O-AC Data are subject to public disclosure.

'a ).)

;.2..t

7.2.r.9.1

1 .2.5.1
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The County is not authorized to respond to public information requests on
behalf of the OAC. The Count-"- agrees to forward to the OAG, by facsimile
within one (1) Business Day from receipt all request(s) for information
associated with the County's services under this Contract. The County shall
forward any information requests to:

Office ofthe Attorney General, Public Information Coordinator
Fax (512) 494-8017
Email address: Publicremrds@oag.texas.go!

7.3. PHYSICAL AND SYSTEM SECURITY

7.3.1. GeneraUAdmini ative Protections

7.3.1.1. At all times the County shall be fully responsible to the OAG for the securit;- of
the storage, processing. compilation. or transmission of all OAG Data to which
it has access. and of all equipment. storage facilities. and transmission facilities
on which or for which such OAG Data ar€ stored, processed. mmpiled, or
transmitted.

7.3.1.2. The Count,v (and the County's Agents) shall develop and implement intemal
pmtection systems. including information security access lists and physical

securit;- access lists (the'access protection lists"), designed to pmtect OAG
Data in actordance with applicable law and the provisions for Data Security,
Physical Security, and LogicaVlnformation System Protections contained in
this Contract. The access protection lists shall document the name and other
identi$ing data for any individual authorized to access, use' or disclose OAG
Data. as well as any special conditions and limitations applicable to each

authorization.

?.3.1.2. l' The County shall remove individuals fmm or change the access rights of
individuals on the applicable actess protection list immediately upon
such individual no longer requiring certain access. At least quarterly. the
OAG shall send the County a list ofTexas Child Suppon En{orcement
System users and the County shall rreview and update its acress
protection lists and ensure that the access protection lists accurately
reflect the individuals and their access level currently authorized'

7.3. f.2.2. The OAG shall have the right to rtview the County's internal protection

s1'stems and access protection lists for all areas ofthe work site(s) The

OAG may, with or w.ithout cause. and without cost or liabilitr"' deny or
revoke an individual's access to OAG Data and information and any of its
systems. If any authorization is revoked or denied by the OAG, then the
County shall immediately use its best efrorts t! assist the OAG in
preventing acc€ss, use or disclosure of OAG Data and the County shall be

given notice of the denial.

7-3.1.2.3. The OAG. in its sole discretion and without consulting the Countv-' may

immediately terminate OAG system access for anyone performing

services under this Contract.

7.3.1.2.4. The County shall immediately notify the OAG Contract Manager when

any person the County authorized to access OAG systems is no longer

u.,iho"ir"d to hrue such access. This notice includes re-assigned or
terminated individuals.

?.3.1.3. The County's physical access security and logical access security systems must

track and log all access attempts and failures. The access security systems

must pmduce access logs on request. These logs must identify all access

failures and breaches. Notwithstanding anlthing to the contrary in this
Contract, the physical access and logical access securitl' systems access logs for
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anl' particular calendar year must bc retained for a period of seven (7 ) calendar

-vears after the last calendar day of the calendar l ear in which thel' were
cn:att'd. Thus. a log created on Januar-r' l. 2007 ma1' be disposed of. with all
other systems access logs created in 2007. on Januar]' l. 2015. AII phl'sical
access and logical access securit]- s)-stems logs must be stored to electronic
media. .A.n1'. stored log must be produced for riewing access and copfing upon
request of the OAG within five (5) Business Days of the request.

7.:1.1.4. Thc. Corrnt-v shall maintain appropriate audit trails to pror.ide accountabilit5'
for use and updates to OAG Data. charges. procedures. and performances.
Audit trails maintained b5'the Countl'shall. at a minimum, identifl the
supporting documentation prepared b!' the County to permit an audit of the
s!'stcm b)' tracing the activities of individr.rals thmugh the system. Thc'
County's automated systems must proride the means whereby authorized
personnel have the ability tr-r audit and to verify coutractuall-r' requirt'd
perforntalces and to establish indiridual actountabilitl' for ar)'action that can
potentiall! cause access to. generation of. or modification of O-{G Data. The
Countl'agrees thitt the County's failurc to maintain adequate audit trails atrd
corresponding documentation shall create a presumption that the services or
performances were not performed.

Phvsical Securitv

7.;1.2.1. The computer site and related infrastructures 1e.g.. information svstem sen'ers.
prot€cted interface equipment. associated peripherals. communications
equipment. wire closets. patch panels. etc.) must have physical securitS'that at
all times protects OAG Data against au]- unauthorized access to. or routine
viewing of. computer devices. access devices. and printed and stored data.

7.:1.?-2. Data accessed shall ah,r'ays be maintained in a secure environment (with
limited access by authotized personnel both during work and non-work hours)

using devices and methods such as. but not limited to: alarm s1'stems. locked

containers of various types. fireproof safes. restricted areas' locked rooms.

locked buildings, identifrcation systems. guards. or other de!'ices r€asonabll'

expected to prevent loss or unauthorized removal of manually held data' The

Cotmt], shall also protect against unauthorized use of passwords. key-s'

combinations. access logs. and badges.

7.3.2.3. The Countl- agrees that the systems operation room (which houses network
equipment. servers and other centralized processing hardware) shall be

accessible only b-r'authorized IT personneI or executive management'

7.3.2.4. In situations such as remote terminals. or ofice work sites where all of the

requirements of a secure area with restricted access cannot be maintained' the

equipment shall receive the highest level of protection' This protection must

include (where communication is through an external. non-organization'
conlmlled network [e.g.. the Internet]) multifactor authentication that is
compliant with NIST SP s00-63, Digital Identity Guidelines'

7.3.2.5. The Countl'shall pmtect information s-Y.stems against environmerntal hazards

and provide appropriate environnental prctection in facilities containing
information systems.

;.:i.3. Lo nformation Svstern ons

7.3.3.1 The County shall take all reasonable steps to ensure the logical security of all
information s!'stems used in the performance of this Contract. including:

i. Independent oversight ofsystems administrators and prcgrammers;

ii. Restriction ofuser, operator, and administrator accounts in accordance

with job duties;
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ENCRYPTION

7.1. l. OAG Data must be encrypted while at rest on any media (e.9., USB drives, laptops,
workstations, and server hard drives), in transmission, and during transport (i.e. the
physical moving of media containing OAG Data). OAG Data must be encry?ted using
current FIPS validated cryptographic modules. The OAG wiU specifu the minimum
encryption level necesaary. Any change to this minimum encryption level will be
communicated in writing to the County by the OAG Contract Manager- The County shall
adhere to mutually agreed upon procedures for data transmission.

i.1.2. OAG Data are not allowed on mobile/remote/portable storage devices; nor may storage
media be removed from the facility used by the County. The County may submit, to the
OAG Contract Manager, a written request for an exception to these prohibitions. A
granted exception will be communicated in writing to the County by the OAG Contract
Manager. Ifthe OAG finds it necessary to allow storage media to be removed from a

facility used by the County, the OAG will speci$ the circumstance(s) under which
storage media may be removed. Thie prohibition does not apply to County Information
Systems backup procedure.

SECURII]YAUDIT

7. i. 1. Risht to Audit. Investiqate. and InsDect

Without notice, the Countl'shall permit, and shall rcquire the Countl"s Agents
to. permit the OAG. the State Auditor ofTetas. the United States Internal
Revenue Service. the United States Department of Health and Hun]an
Selices, and the Comptroller General of the United States to:

7.4.

7.5.

;)
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iii. Authentication of users to the operating system and application
software programs;

iv. The County shall adhere to OAG-approved access methods, and the
protection and use ofunique identifiers such as user identifications and
passwords;

v. The County shall have an authorization process for user access and
privileges. Any access not granted is prohibited;

ri. The County shall maintain an access protection list that details the
rights and privileges with respect to each such user;

vii. Audit trails for uaer account adrts, deletes, and changes, as {,ell as,
access attempts and updates to individual data records; and

viii. Protection to prevent unauthorized processing in or changes to
software, systems, and OAG Data in the production enyironment.

The Count-r- shall implement protection for the pmvention. detcction and
correction of processing failure, or deliberate or accidental acts that mar'
rhreaten the confidentiality. availability, or integritv of OAG Data.

The County shall implement counter-protection against rualicious software on
the Countl/s internal systcms used in Contract performance.

The CoLrntr-shall ensure that relt'vant Secr,rrity Incide'nts are identified.
monitored. analyzed. and addrcssed.

The Count-v shall appll a high-level of pmtection toward hardening alI security
and critical sen'er communications platforms and ensure that operating s-vstem
versions are kept current.

The Count;- shall adhere to mutually agreed upon procedures for authorizing
hardware and software changes. and for evaluation of their secudt-,.' impact-

The Countl' shall institute a process that provides for immediate revocation of
a user's access rights and the termination of the connection between srstems. if
wananted b]- the nature of any Security Incident.
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ix. Monitor and observe the operations of, and to perform security
investigations, audits, and reviews ofthe operations and records of, the
County and the County's Agents;

x- Inspect its information system in order to assess security at the
operating system, network, and application levels; pmvided, however,
that such assessment shall not int€rfere with the daily operations of
managing and running the syet€m; and

xi. Enter into the offices and places ofbusiness ofthe County and the
County's Agents for a security inEpection ofthe facilities and operations
used in the performance ofContract Services. Specifrc remedial
meaaures may be required in cases where the County or the County's
Agents are found to be noncompliant with physical and/or data security
protection.

When the' O.A.C perforrns any of the abovc monitoring. obsen'ations. and

insp€{tions. the O.-\C will providc the Countl with reasonablc notice that
conforms to standard business audit pn-rtocol. However prior notice is not
alwa.vs possiblc when such functions arc performed bl the State -{uditor of
Texas. the United States lntemal Revenue Senice. the United States
Depanment of Health and Human Sen'ices. and the Conrptrollel Ceneral of
the United States. [n those instances, the O.{G will endeavor to pmvide as

much notice as possible but thc right to enter without notice is spet'ihcalll
reserved.

An.t audit of documents shall be conducted at the Count)-'s principal place of
business and./or tbe locationls) of the Count)'s operations during the Countl's
normal business hours and at the OAC's expensc- The Countl'shall provide to
the O-{G and such auditon and inspectors as the O.{G ma.v designate in
writing, on the Countl-'s premises. (or it thc audit is being performed of a

County's Age,nt. the .{g('nt's premises. if necessa4l the ph1'sical and technical
support reasonabl!' necessary for the OAC auditors and inspectors to perform

their work.

The Countl- shall suppll to the OAC and the State r.rf Texas an] data or reports
rendered or available in conjunction rvith any seturitJ' audit of thc Countl- or
the Count;-'s Agelrts if those reports pertain. in whole or in pafi. to thc
Contract Seniccs. This obligation shall extt'nd to includc an1' repo (s) ol other
data generated b1'anl securit-'- audit conductcd up to one (1)!ear after the date

of termination or erpimtion of the Contract.

.')

7.:r. I .{.

7.6. SECURITYINCIDENTS

7.6.1 ResDon to Securitv I

7.6.1.1. The Countl'shall respond to detected Seturitl- Incidents Thc County shall

maintain an internal incident responsc plan to facilitate a quick' effective and

orderly reslrcnse to infqrmation Security Incidents' The incident response plan

should cover such toPics as:

xtt.
xiii.
xiv.
xv.
xvi.

:<vii.
xviii.
xix.
L\.
xxi.

nts

Initial responders;
Containment:
Mana gement Notifr cation;
Documentation of Response Actions;
Expeditious confirmation of system integrity;
Collection ofaudit trails and similar evidence;
Cause analysis;
Damage analysis and mitigation;
Internal Reporting Responsibility;
External Reporting Responsibility; and
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l(\ll OAG Contract Manager's and OAG-CSD ISO's name, phone number
and email address. Attachment D is the County's current internal
incident response plan. Any changes to this incident response plan
requires the OAG approval (which approval shall not be unreasonably
withheld) and may be made by Controlled Correspondence.

7. (i.2.2.

Within one (l) hour of discovering or having anl rt'ason to bclicve that there
has been. any ph1-sical. personnel. sl'-ctem. o!'OAG Data Scculity lncident the
Countl' shall iuitiate risk mitigation and notifl'thc OAG-CSD ISO and thc
OAC Contract N'lanager. bl telephone and b1" email. erf rhc Sccuritl.. Incidcnt
and the initial risk mitigation steps taken.

Within twenty-four (2.1) hours of the discoverr'. thL' Count! shall conduct a

preliminarl risk anall-sis o[ the Securitl lncident: conrmence an inlestigation
into the incident: and pmvide a writtcn report utilizing the attached Se'curity
Incidcnt Report (Attachment E) to the OAC'CSD ISO. with a copl'to the O.{C
Contract Ivlanager fulll disclosing all inf<rrmation relating to the Securit]
lncident and thc results of the pn:liminary risk analysis. This initial repon
shall include, at a minimum: nature of thc incident (e.9.. data
loss/cnrruption/intrusion ): cause(s): mitigation effons: cerrective actions: and

estimated reclvery time,

Each day thereafter until thc investigation is complete. the Countl'shall:

xxiii. Provide the OAG-CSD ISO, or the OAG-CSD ISO'g designee, with a

daily oral or email report regarding the investigation status ard
curr€nt risk analysis; and

sriv. Confer with the OAG-CSD ISO or the OAG-CSD ISO's desipee,
regarding the proper course of the investigation and risk mitigation.

Whenever daily oral reports are provided. tht' County shall provide- by closc of
business cach Fridal'. an enrail report detailing the foregoing dail5''

requirements.

Final Report

?.6.8.1. Within hve (5) Business Da1's of mmpleting the risk analysi-" and investigation.
the Coutlt!' shall submit a written Final Report to the OAC-CSD ISO with a

copy to the OAC Contract Manager, which shall include:

?.6.3.1 . I. A detailed explanatic,n of the cause(s) of t he Securit.v Incident:

7.6.:1.1.2. -lr detailed description of the nature of the Sc'curitl' Incident. including.
but not limited to. extent of intruder activitl' (such as hles changed.

edited. or removed: Trojans). and the particular O.{G Data affected: and

?.6.3.1.3..{ spccific cure for the Security Incident and the datc bl which such cure

shall be implemented. or if the cure has been put in plac''e. a c'ertification
ro the OAG that states the date that the Count;v implemented the cure

and a description of hnw the cure protc'cts against the possibilitl ofa
recurTence.

7.6.3.2. If the curc has not been put in place b]- the time the repo[ is submitted' th('

Countl- shall within thirty (30) calendar days after submission of the final
report, provide a certification to the OAG that states: the date that the Count!'

implemi'nted the cure and a tlescription of how the cure protects against thq
possibilitl of a r€cunence.

7.6.3.3. If the countl.fails to provide a Finat Report and certification within f<rrty-fivc
(45) calendar dal's, or as other',r'ise agreed to. ofthe Securit."- Incident' thc
Count!'agrees the OAG ma1'exercise any'remed.v in equitl'. provided b-'- lar" or

i.6.2. Notice

t.6.2. l .

1.6.2.1

'i.6.:l

Hopkins County SCR Contract 22'COO42 Page l9 of 27



7.7.

identified in thc Contract. Thc exercise of an1' of the firregoing rcmedies will not
constitute a termination of this Contmct unless the OAG notiltes the Countv in
writing prior to the exercise of such remed5'.

7.6.1. Independent Rirht to Investieate

The OAG reserves the right to conduct an independent investigation of any Security
Incident, and should the OAG choose to do so, the County shall cooperate fully, making
resources, personnel, and systems access avai.lable. Ifat all possible, the OAG will
provide reasonable notice to the County that it is going to conduct an independent
investigation.

REMEDIAL ACTION
-i .i .1. Remedies Not Erclusive and Iniunctive Belief

The remedies prtvided in this section are in addition to. and not exclusivc of.

all other remedit's available within this Contract. or at law or in equitl'. The
OAG's pursuit or non-punsuit of an1' one remedl' for a Security Incidentls) docs

not constilute a waiver of an.,- othc'r rcmcdy that the OAG mal hase at lau'or
equitr...

If injunctive or other equitable n'lief i-" available. then the County agrccs that
the OAC shall not be rcquired to post bond or other securitl'as a condition of
such relief.

Notice and Comoensatiou to Third Parties

7.?.2.I. Inthecvent ofa Securitl lncidcnt. third partl or individual data mal bc

rumpromised.

Subject to the OAG review and apprcval. the Countt shall provide notice of th('
Securitv Incident. with such notice to include:

xxv
rtvi

A brief description ofwhat happened;
A description, to the extent possible, ofthe types ofpersonal data that
were involved in the security breach (e.g., full name, SSN, date ofbirth'
home address, account number, etc.);
A brief description of what is being done to investigate the breach,

mitigate losses, and to pmtect against any further breaches;

Contact procedures for those wishing to ask questions or learn
additional data, including a telephone number, website, if available,

and postal address; and
Instructions for accessing the Consumer Protection Identity Theft

section ofthe OAG website.

; .i . r.2.

i.i.2

i.1.2.'2

xxvlt

\rrll1.

The Countl'and the OAC shall mutuall]'agree on the methodologl'for
providing ihe notice requir€d in this subsection. Neither Parts shall

uureasonabl."- rvithhold such agreement: however. the notice method must

compll' tithihc notifrcation requirements of Scction i21.05i1. Texas Business

and'CLmm.'rcc Code (as currentll' enacied or suhsequently amencled) Provided

funher that the Countt must also compl;- *'ith Section 521'Oi:l's "consuruer

repr)r'l i ng agenc)-- notification requircmcnts.

If thc Count! does not prcvide the required notice. the O'{G ma}- elcct to

provide notice of the Securitl' Incident The notice method must compl-l- i{'ith
hection 521-05:]. Texas Business and Commerte Code (as curre'ntll enacted or
subsequentll, amcnded). Costs (excluding persomrel costs) assorciated with
providing notice shall be reimbursed to the OAG bl the Countl Ifthe County

ioe" rrot-""i-br."e such cost within thirty (l]0) calendar days of request, the

O.{G shall havt' the right to collc'ct such cost. Additir-rnall-v. the OAG ma1- collect

such cost b1'offsetting or reducing an1' future pa]'ments owed to the Count;-'

i .i .).1
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7.E. COMMENCEMENT OF LEGAL ACTION

The County shall not commence any legal proceeding on the OAG's behalfwithout the OAG's
expr€ss written consent.

E. AMENDMENT

This Contract shall not be amended or modified except by written amendment executed by duly
authorized representatives ofthe OAG and the County.

9. TEBMINATION OF THE CONTEACT

9.1. CONVENIENCE OF THE PARTIES

The Parties to this Contract shall have the right, in each Party's sole discretion and at its sole
option, to terminate this Contract by notifying the other Party hereto in writing ofsuch
termination at least thirty (30) calendar days prior to the effective date ofsuch termination. Such
notice oftermination shall comply with the notice provisions in the Notices Section above, and
shall state the effective date ofsuch termination.

9.2. TERMINATIONFOR CAUSE/DEFAULT

9.2.2

Ifthe County fails to provide the contracted services required under this Contract
according to the provisions ofthis Contract, or fails to comply with any of the terms or
conditions ofthis Contract, the OAG may, upon notice of default to the County,
immediately terminate all or any part ofthis Contract. Termination is not an exclusive
remedy, but will be in addition to any other rights and remedies provided in equity, by
law or under this Contract.

The OAG may exercise any other right, remedy or privilege which may be available to it
under applicable law ofthe State and any other applicable law or proceed by appropriate
court action to enforce the provisions ofthis Contract, or to recover damages for the
breach ofany agreement being derived from this Contract. The exercise ofany ofthe
foregoing remedies will not constitute a termination of this Contract unless the OAG
notifies the County in writing prior to the exercise of such remedy- The County will
remain liable for all covenants and indemnities under the aforesaid agreement. The

County and the OAG will each be responsible for the payment ofits own legal fees, and
other costs and expenses, including attorney's fees and court costs, incurred with respect

to the enforceuent of any of the remedies listed herein.

9.3. CIIANGE IN FEDERAL OB STATE REQUIREMEI{TS

If federal or state laws, rules or regulations, or other federal or state r€quirements or guidelines

are amended or judicially interpreted so that either Party cannot reasonably fulfrll this Contract
and ifthe Parties cannot agree to an amendment that would enable substantial continuation of

the Contract, the Parties shall be discharged from any further obligations under this Contract.

9.4. RIGHTS UPON TERMINATION

In the event that this contract is terminated for any reason, oI upon its expiration, the oAG shall

retain ownership ofall associated work products and documentation with any order that results

from or is associated with this Contract in whatever form that they exist'

9.5. SURITVAL OF TERMS

Termination of this Contract for any reason shall not release the County from any liability or

obligation set forth in this Contract that is expressly stated to survive any such termination or by

its nature would be intended to be applicable following any such termination'

9.1. 1
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rO. TEBMS AND CONDITIONS

10.1. F'EDERAL TERMS AND CONDITIONS

10.1.1. Colnpliance withLaw and Conforming Arnendments

10.t.,

10. l.:J

The County shall comply with all federal and state laws, rules, regulations, requirements
and guidelines applicable to the County: (1) performing its obligations hereunder and to
assure, with respect to its performances hereunder, that the OAG is fully and completely
meeting obligations imposed by all laws, rules, regulations, requirements, and guidelines
upon the OAG in carrying out the program of child support enforcement pursuant to
Title IV, Part D, ofthe Social Security Act of 1935, as amended; (2) providing services to
the OAG as these laws, rules, regulations, r€quirements and guidelines currently exist
and as they are amended throughout the term ofthis Contract. The OAG reserves the
right, in its sole discretion, to unilaterally amend this Contract throughout its term to
incorporate any modifications necessary for the OAG's or the County's compliance with
a1l applicable state and federal laws, rules, regulations, requirements, and guidelines.

Eoual Emplovment Opnortunitv

The County agrees that no peraon shall, on the ground of race, color, religion, sex,

national origin, age, disability, political affiliation, or religious belief, be excluded from

the participation in, be denied the benefits o{ be subjected to discrimination under, or be

denied employment in the administration of, or in connection with, any program or

activity funded in whole or in part with funds available under this Contract. The County
shall comply with Executive Order 11246, "Equal Employment Opportunity'' as amended

by Executive Order 113?5, 'Amending Executive Order 11246 relating to Equal
Employment Opportunity", and as supplemented by regulations at 41 CFR Part 60,

"Office of Federal Agreement Compliance Programs, Equal Employment Oppoftunity
Department of Labot''- The County shall ensure that all sub agreements/subcontracts

comply with the above referenced provisions,

Certifica on Recardins De t. Suspe Inelieibilitv. and Exclustonnst

The county certifies by entering into this contract, that neither it nor its principals are

debarred, suspenderl, proposed for debarment, declared ineligible, or otherwise excluded

from participation in this transaction by any federal department or agency' The

certifrcation requirement ofthis provision shall be included in all subcontracts-

from Participa in Contracts

Records Rete ntion and Il1sDection10. 1.1

The County shall retain al1 financial records, supporting documents, statistical records,

and any otier records, documents, papers, or books (collectively referred to as records)

relating to the performances called for in this Contract. The County shall retain all such

,"-.d" fo" a p"tiod of seven (7) years after the expiration ofthe term of this Contract' or

until the oAG or the united states are satisfied that all audit, claim, negotiation and

Iitigation matters are resolved, whichever period is longer- The County shall grant access

b alll such records to the OAG, the State Auditor ofTexas, the United States Department

ofHealth and Human Services and the comptroller General ofthe United states (or any

oftheir duly authorized representatives) for the purposes ofinspecting, auditing' or

copying srch.ecords. The requirements ofthis provision shall be included in all
subcontra cts.

I0. 1..1. Euvironmental Protection

The County shall be in compliance with all applicable standards, orders, or r€quir€ments

issued under section 306 oflhe Clean Air Act (42 USC f85?(h)) Section 508 ofthe Clean

waterAct(33USC1368)ExecutiveorderllT3S,andEnvilonmentalProtectionABency
regulations (40 cFR part l5). The requirements of this provision shall be included in all
subcontracts that exceed $150,000.

Hopkins County SCR Contract 22'COO42 Page 22 of 27



10.1.6. Certain Disclosures Concerning Lobbvine

The County shall comply with the pmvisions ofa federal law known generally as the
Lobbying Disclosure Acts of 1989, and the regulations of the United States Department
ofHealth and Human Services promulgated pursuant to said law, and shall make all
disclosures and certifications as required by law. Upon execution ofthis Contract, the
County must sign the Certifrcation Regarding l,obbying attached as Attachment F and
return it to the OAG along with the executed copy ofthis Contract. This certification
certifies that the County will not and has not used federally appropriated funds to pay
any person or organization for influencing or attempting to influence any officer or
employee of any Federal agency, a member of Congress, officer or employee of Congress,
or an employee of a member of Congress in connection with obtaining any federal
contract, grant or any other award covered by 31 U.S.C. S1352. It also certifies that the
County will disclose any lobbying with non-federal funds that takes place in connection
with obtaining any federal award by completing and submitting Standard Form LLL.
The certifrcation requirement ofthis provision shall be included in all subcontracts that
exceed $ 100,000.

Certification Concernins Dealiugs with Public Servants

The County, by signing the Contract, certifies that it has not given nor intends to give at
any time hereafter any economic opportunity, future employment, gift, loan, gratuity,
special discount, trip, favor or service to a public servant in connection with this
transaction.

10. I .7

I0.2. GENERAL RESPONS IBILITIES

10.2.1. Independent Contractor

This Contract shall not render the County an employee, officer, or agent of the OAG for
any purpose. The County is and shall remain an independent contractor in relationship
to the OAG. It is expressly understood and agreed by the Parties hereto that the County
is an independent cantractor that shall have exclusive responsibility for any and all
claims, demands, causes of action ofevery kind and charactel which may be asserted by
any third-party occurring from, in any way incident to, arising out ofor in connection
with the activities to be performed by the County hereunder. The OAG shall not be

responsible for withholding taxes from payments made under this Contract. The County
shall have no claim against the OAG for vacation pay, sick leave, retirement benefits,

social security, workels compensation, health or disability benefits, unemployment
insurance benefits, or employee benefits of any kind.

l 0.l.l No Implied Authoritv

Any authority delegated to the County by the OAG is limited to the terms of this
Contract. The County shall not rely upon implied authority and specifically is not

delegated authority under this Contract to:

I
ii
iii

Make public policy;
Promulgate, amend, or disregard the OAG Child Support program poliry; or
Unilaterally mmmunicrte or negotiate, on behalf of the OAG, with any member of
the U.S. Congress or any member oftheir staff, any member ofthe Texas

Legislature or any member oftheir staff, or any federal or state agency. However,

the County is required to cooperate fuily with the OAG in communications and

negotiations rvith federal and state agencies, as directed by the OAG.

Maieure10.2.3. Force

The OAG shall not be responsible for performance of the Contract should it be prevented

ftom performance by an act ofwar, order oflegal authority, act of God, or other
unavoidable cause not attributable to the fault or negligence ofthe OAG.
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10.2.3.1. The Countl, shall not be liable to the OAC for non-performance or delal in
performance of a requirement under this Contract if such non-performance or
delay is due to one of the following occurrences. which occurrence must not be
preventable through the exercise of reasonable diligence. be be1'ond thc control
ofthe Count-v, cannot be circumvented through the use ofalternate sources.
work-around plans. or other means and occur without its fault or negligence:
fire: flood: lightning strike: weather damage: earthquake: tornado: hurricane;
snow or ice stolms: equipment break down: acts of war. terrorism. riots. or civil
disorder: strikes and disruption or outage of communications. power. or other
utility.

10.?.3.2. In the event ofan occurrtnce under the preccding parapraph. the Countl u'ill
be excused from an1' funher performance or observance of the requirements so
affected for as long as such circumstances prevail and the CouBty cortinues to
use commercialll reasonable efforts to recummence performance or observancc
whenever and to whatever extent possible tithout delay. The County shall
inrmediatell' notiry the OAG Contract Manager b1'telephone {to be confirmed
in writing wirhin fivc (5) calendar da)-s of the inception of such occurrence) and
describe at a reasonable lcvel of detail the circumstances causing the non-
performance or delal in performance,.

News Releases or Pronouucements1 0. t.1

10.3.

10.4.

10.5.

10.6.

The OAG does not endorse any vendor, commodity, or service. No public disclosures or
news releases pertaining to this Contract shall be made without prior written approval of
the OAG.

OFFSHOBING

All work to be performed under this Contract shall be performed within the United States and its
territo ries.

EIGIIT OF REMOVAL

The OAG expects all services under this Contract to be competently and professionally performed.

The County and the County's subcontractor personnel and agents shall comply with all OAG
policy, procedures, and requirements relating to standards of conduct and shall be courteous and
professional in all communications during their performance ofthe requirements ofthis Contract.
Any actions deemed incompetent or unprofessional must be r€medied to the satisfaction of the

OAG Contract Manager. The OAG reserves the right, in its sole discretion, to require the

immediate removal from the performance of services under this Contract and replacement ofany
county and/or county subcontractor personnel and agents deemed by the oAG to be discourteous,

unprofessional, incompetent, careless, unsuitable, or otherwise objectionable, or terminate this

Contract if an acceptable resolution is not achieved. Any replacement personnel assigned by the

County to perform services under this Contract must have qualifications for the assigned position

that equal or exceed those ofthe person being replaced.

CYBERSECUBITY TRAINING

The County represents and warrants that it will comply with the requirements ofSection

2054.5192 ofthe Texas Government Code relating to cybersecurity training and required

verifrcation ofcompletion ofthe training program. The County will provide the OAG Contract

Manager with verihcation of completion within thirty (30) days of Contract execution and Contract

renewals.

BACKGROUND REVIEgI/S

10.6. 1. By entering into this contract, the county acknowledges that the oAG will perform

backgrounJ reviews, to include criminal history record information, ofall the County

Agents before allowing a County Agent access to OAG Data or to work in an OAG

facility. The ter.m County Agent as used in this ..Background Reviews,, provision means:

County's ofEcials, employees, agents, consultants, subcontractors, and representatives'
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and all other persons that perform Contract services on Countys behalf. No County
Agent who has been convicted ofa felony for crimes involving violence, child abuse or
neglect, sexual ofienses, theft or fraud or is a registered sex offender may access OAG
Data or work in an OAG facility.

The Child Support Division ofthe OAG is the Title IV-D agency for the State ofTexas.
Pursuant to Texas Government Code Section 411.127 the OAG has the right to obtain
criminal history record information that r€lates to an entity who proposes to enter into a
contract with or that has a contract with the OAG. The OAG shall have the right under
this Contract to perform initial and periodic detailed background reviews, to include a

criminal history records check, on any of the County's Agents that are assigned to
provide services to the OAG or are authorized to access, or are requesting access to OAG

Data. Upon request, and to assist the OAG in performing background reviews and
criminal records checks, the County shall provide identifring data and any required
consent and authorizatioD to perform such reviews and checks. Additionally, the County

or the County's Agents will be required to comply with OAG poliry and procedure to
provide an electronic scan of fingerprints and collection ofdemographic information to
the OAG's designated agent in order to facilitate a National Criminal History records

inquiry and ifapplicable a State and local crimi.nal records inquiry. The OAG is
prohibited from revealing the results of any criminal history records check to the County'

Prior to allowing a County Agent access to OAG Data or to work in an OAG facility, the

County shall provide the OAG with a completed "New County User Access" form
(Attachment G) which includes:

. the County Agent's name (including any other names used);

. daytime phone number;

. responsibilities under the Contract;

. date of birth;
e driver license number; and
. social security number.

The County shall provide the "Request for New County Uset'' form via email to CSD-

CountvAcc e.texas.sov

The County shall provide an updated list to the OAG whenever a new County Agent is

assigned to access OAG Data or work in an OAG facility. The County shall notifu the

OAC whenever a County Agent is to assume a new responsibility with regard to

accessing oAG Data or working in an oAG facility. The county is required to notifu the

OAG imilecliately when a County Agent is no longer performing OAG contract associated

services.

No County Agent shall access OAG Data or work in an OAG facility or assume new

responsibilities regarding same until the OAG consents to such County Agent perforEing

srih servi.ce or new responsibility. This prohibition pertains to perfor:mance of Contract

Services and is not intended to preclude the County from continuing to engage County

Agent's services for non-contract services

The County must require al1 County Agents to noti& the County ofany arrest (to include

the date ofarrest, arresting entity, anJcharges) at the earliest possible opportunity but

nolaterthantheendofthefirstBusinessDayfollowinganarrest.Withinone(l)
i""i"""" Ot, "f.n 

arrest notification the County shall noti& the OAG ofthe arrest' The

C"""av *""i^f* require any County Agent who has been arrested to provide an official

offense report to the County as soon as possible but no later tha! thirty (30) calendar

days ftor the date ofthe arrest. Within one (1) Business Day of receipt ofthe report' the

County shall provide the OAG with a copy ofthe offense report'
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10.7. NON.IVAIVER OF RIGHTS

Failure ofa Party to r€quire performance by another Party under this Contract will not affect the
right of such Party to require performance in the future- No delay, failure, or waiver ofeither
Party's exercise or partial exercise of any right or remedy under this Contract shall operate to
limit, impair, preclude, cancel, waive or otherwise affect such right or remedy. A waiver by a
Party ofany breach ofany term of this Contract will not be construed as a waiver of any
continuing or succeeding breach. Should any provision ofthis Contract be invalid or
unenforceable, the remainder ofthe provisions will remain in effect.

10.8. NO WAIVER OF SOVEREIGN IMMIJNITY

THE PARTIES EXPRESSLY AGREE T}IAT NO PROVISION OF THIS CONTRACT IS IN ANY
WAY INTENDED TO CONSTITUTE A WAIVER BY THE OAG, THE STATE OF TEXAS OR
THE COUNTY OF ANY IMMUNITIES FROM SUIT OR FROM LIABILITY TIIAT THE OAG,

THE STATE OF TEXAS OR THE COUNTY MAY HAVE BY OPERATION OF I-AW.

10.9. SEVERABILITY

Ifany provision ofthis Contract is construed to be illegal or invalid, such construction will not
affect the legality or validity ofany ofits other provisions. The illegal or invalid provision will be

deemed severable and stricken from the Contract as if it had never been incorporated herein, but
all other provisions will continue in full force and effect.

rO.1O. APPLICABLE LAW AND VENI'E

The County agrees that this Contract in all respects shall be governed by and construed in
acmrdance with the laws ofthe State ofTexas, except for its provisions regarding conllicts of
laws. The County also agrees that the exclusive venue and jurisdiction of any properly allowed
legal action or suit concerdng this Contract or in any way relating to this Contract shall be

commenced in a court of competent jurisdiction in Travis County, Texas. The County hereby

waives and agrees not to assert: (a) that the County is not personally subject to the jurisdiction of
a court of competent jurisdiction in Travis County, Texas, ft) that the suit, action, or prcceeding is

brought in an inconvenient forum, (c) that the venue ofthe suit, action, or proceeding is improper,

or (d) any other challenge to the jurisdiction or venue. The county further agrees that all
payments shall be due and payable in Travis County, Texas.

10.11. ENTIRE CONTRACT

This document represents the entire agreement between the Parties. No prior agreement or

understanding, oral or otherwise, ofthe Parties or their agents will be valid or enforceable unless

embodied in this document.

10.12. OBIGINALS AND COUNTEBPARTS

This contract may be executed in one (1) or more counterparts, each of which shall be deemed an

original, but all of which together shall constitute one and the same instrument'
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rO.TI. ATTACHDTENITI

I 0, 1 3. t . AttschDent A: OAG Procedure for Curtomer Identfication

10.I3.2. Attachment B: Record ofSuppoft, Eoro l82t

10.13.3. Attachment C: Certificate of Destrudion for Counties and Vendotg

10. t 3.4. Attac,hnent D: Courty'8 Incident Reapouee Plan

10.13.5, Attachment E: Security Incident R€pon

10.13.6. Attachment F: C.artification Regading Lobbying

10.13.?. Attachmsat G: Ner County Ueer Access Form

THIS CONTRACT IS HEBEBY ACCEPTED

OTFICE OF TIIE ATTOBNE"T GENERAL COI'NTY

l,lL lr,on^Ia,
Ruth Anne The Honorable Robert NewEom

County Judge, Hop}ias CountY
n

Director of Cbild Suppot
(IV-D Director)

812412021 | 4:24 PM CDT

Sigrututo Date

3 )br\
Signature
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ATTACHMENT A

OAG Procedures
For

Customer Identifi cation

County shall adhere to the OAG Procedures when a request is received for member and./or case
information.

ldentifting Walk-In or Caller

Before updaling member and,/or case information, such as home address, phone number, etc., veri$ the
caller or walk-in's identity. Ask the person for the following identifiers:

. Name
o Case ldentification Number (CIN)
. Social Security Number (ifCIN unavailable)
. Date of Birth
. Home address

When peninent information is unavailable on registry-only (RO) cases, county staff are prevented from
verirying a caller's identity. Once all attempts to veriry the caller's identity have been exhausted, instruct
the caller/walk-in to take one ofthe following actions in order to have lhe member/case information
updated on OAG Case Managemenl System:

Provide proof of identity via Mail, Fax or Email

Provide proof of identity by providing the supporting documents:
. A copy ofa valid photo ID (i.e. driver's license)

hovide a scanned copy ofthe information to be updated:
o Bill with home address (i.e. utility bill)
. SSN card
o DOB
o Name change - photo ID with new name

Unidentiliable Walk-In or Caller

Ifthere is any doubt about the caller's idenlity after these identifiers have been obtained, ask for the
children names and date of birth.



This form is used by counties to provide the record of support data needed by the state case registry as

required by the Texas Family Code $ 105.008. (Counties may use the TXCSES Web Portal to provide this

information in lieu of completing this form.) Send the completed form to the State Case Registry/County

County Name: Court Number: Cause Number:

Contact Team by fax 877 -924-6872, e-mail csd-sdu , or mail to TxCSDU, P.O. Box 659400,.texas ov

San Antonio. TX 78265.

Attomev Ceneral Case Number: Date of Hearing: Order Sign Date:

Order Type: n Modified order
SDU

Famil Violence Protection violence

Other

Iindividual below is a victim ok I

Date of Birth: Social Securitv Number:

Address: City State: Zip

Sex: ! Male ! Female

Relationship to Child(ren) :Home Phone: Work Phone: Cell Phone:

Employer Name

City: State: zipAddress:

Social Security Number:Date of Birth:Name:

ZipState:Address: City:

Sex: fl FemaleI uate

Relationship to Child(ren):Home Phone: Work Phone:

I 

c"tt enone

Employer Name:

State: Zip:City:Address:

Order Information

ee/Custodial Parent Informationobl

Obligor/I\lon-Custodial Parent Information

ATTACHMENT B
Figure: 1 TAC S55.121

Record ofSupport

Post Office Box 12017, Austin, Texas 7871I -2017 Tel; (512)460-6000 I -800-252-8014
email: csd-sdu@oaq.texas.gov or visit the Office ofthe Attomey General's website (www.texasattomcygeneral.gov).

Form 1828 September 2014

@

! Nevr, Order

Payment Location: CounW

Name:

Driver's License Number:

Family Violence Protection (FY) (Check if individtnl below is a victim of family violence)

Driver's License Number:



Family Violence Protection (FV) (Check if depend ent below is a victim of family violence)
Social Security Number:Sex:

E vale E Female
Date of Birth:Name:

Famil Violence Protection FV Check if de dent below is a victim of fami violence
Social Security Number:

n uale fl Female
Date of Birth:Sex

Social Security Number:Date of BirthName

Social Security Number:Name:

! uale ! Female
Sex: Date of Birth:

Attach additional forms if there are more children for this cause

Dependent Information

Form prepared by: Phone Date

Post Office Box l2Ol7, Austin, Texas 7871 I -2017 Tel: (512)460-6000 I -80G252-8014

ATTACHMENT B

( www.texasallom€y general.gov ).
September 2014

PhoneObligor Attomey:PhoneObligee Atlomey

email: csd-sdu@Qaglg&5.gqy or visit lhe
Form 1828

fthe Att l's \ae

@
Figure: 1 TAC 555.121

Name:

Familv Violence Protection (FV) (Check if dependent below is a victim of family viglence)

Sex:

E rraale E Female

Family Violence Protection (FV) (Check if dependent below is a victim of farlilv violence)

Attomey Information



ATTACHMENT C
Office of the Attorney General - Child Support Division

Certificate of Destruction for Contractors and Vendors
Hard copy and electronic media must be sanitized prior to disposal or release br reuse. The OAG tracks, documents, and
verifies media sanitization and disposal actions. The media must be proteded and controlled by authorized personnel during
transport outside of controlled areas. Approved methods for media sanitization are listed in the NIST Special Public€tion 800-
88 Revision 1,

Guidelines for Media Sanitization:
Phone

SerialNumber

Contact Name Trtle Company Name and Address

You mav aftach an inventory of the media if needed for bulk media disposition or destruction
Media Title / Document NameMedia Type

Hard Copy

Media Description
(Paper, Microfilm. Conputer Media, Tapes, elc.)

Dates of Records

Make / ModelOAG llem Numbe.Documenl / Record TrackirE Number

VVho Verified?VVho Completed?CLE.{R
PhonePhonePURGE

DATE Completed
Item
Sanitization DESTROY

Destruction / DisposalReused
Internally

Returned to
Manufacturer

Reused
Externallv
Other:

Final Disposition of Media

Comments

If any OAG Data is retained, indicate the t,?e ofstorage media, physical locations(s), and any

on of OAG Oata Retained and RetentionDescfi

lanned destruction date.
uirements

Wthin five (5) calendar days of destruction or purging, provide the OAG with a signed statement containing the date of

clearing, purging or destruction, description of OAG data cleared, purged or destrcyed and the method(s) used.

Authorized approval has been received for the destruction of media identified above and has met all OAG Records Retention

Schedule requirements including state, federal and/or internal audit requirements and is not pending any open records

uests

Prooosed fiEthod of destruction for OAG aooroval: Type of sto

Physical location?

Planned destructaon
date?

Records Destroyed by: Records Destruction Verified

DateatureDateSignature

OAG-CSD Cenificrte of Destructiotr for Contractors or Veadore
AttachDent #

Reyi6ed: (X-24-17
I of2

86 suro to gdo, name ard cor*act info foa sfio compbtod the data dGsttrrction and who verifed data destttEtion in the figlds abor/e.

Electronic

Sanitization Method and/or Product Used )

mediaz



Hard copy and electronic media must be sanitized prior to disposal or release br reuse. The OAG tracks, documents,
and verifies media sanitization and disposal adions. The media must be protected and controlled by aulhorized
personnel during transport outside of controlled areas. Approved methods for media sanitization are listed in the NIST
Special Publication 800-88 Revision 1,

Guidelines for Media Sanitization: http://nvbl.bs.nist.oov/nistoub6/SoecialPublicationsN lST.SP.Soo{&1.odf

ATTACHMENT C
Office of the Attorney General - Child Support Division

Certificate of Destruction for Contractors and Vendors

IRS Publication 1075 direcls us to NIST guidelines for sanitzation and disposition of media used for federal tax
information (FTl). These guidelines are also required for sensitive or mnfidential information that may include oersonallv
identifiable information (Pll) or orotected health information (PHl). NIST SP 800-88, Apoendix A contains a matrix of
media with minimum recommended sanitization techniques for clearing, purging, or destroying various media types. This
appendix is to be used with the decision flow chart provided in NIST SP 800-88 Revision 1, Section 4.

There are two primary types of media in common use

Had Cooy. Hard copy media is physical representations of information. Paper printouts, printer and facsimile
ribbons, drums, and platens are all examples of hard copy media.

Electronic (or soft copyl. Electronic media are the bits and bytes contained in hard drives, random access memory
(RAM), read-only memory (ROM), disks, memory devices, phones, mobile computing devices, networking equipment,

6. Send the signed Certificate of Destruction to

and many other types listed in NIST SP 800-88 Revision l, APpendix A.

1 . For media being reused within your organization, use the CLEAR procedure for the aPpropriate type of media. Then

validate the media is cleared and doqrment the media siatus and disposition.

2. For media to be reused outside your organization or if leaving your organization for any reason, use the PURGE
procedure for the appropriate type of media. Then validate the media is purged and doq.lment the media status and

disposition. Note that some PURGE techniques such as degaussing will typically render the media (such as a hard drive)
permanently unusable.

3. For media that Wll not be reused, use the DESTRUCTION procedure for the appropriate type of media. Then validate

the media is destroyed and document the media status and disposition.

4. For media that has been damaged (i.e. crashed drive) and can not be reused, use the OESTRUCTION procedure

for the appropriate type of media. Then validate the media is destroyed and document the media status and disposition.

5. lf immediate purging of all data storage components is not possible, data remaining in any storage component will be

protected to preveni unauthorized disclosures. Wthin twenty (20) business days of contract expiration or termination,

i:rovide OAd with a signed statement detailing the nature of OAG data retained type of storage media, physical location,

planned destruction date, and the proposed methods of destruction for OAG approval.

OAG: Child Support Division
lnformation Security Office
PO Box 12017
Austin. TX 78711-2017

Originalto: A(hurCantrell,lnformationSecurityOfficer 512'4606061Final Distribution
of Certificate

1. Your Company Records Management Liaison - or - lnformation Security Ofiic€r

2. CSD Contracl Manager

Copy to

OAG-CSD Certificate ofDestruction fo! Coutracto6 or VeDdors

AttachEent #
Revised:04-24-17

2 ol2

INSTRUCTIONS FOR CERTIFICATE OF DESTRUCTION

FAXto: 512-460{027

or send as an email attachment to:

Arthur. Cantrell(Aoao.texas.oov



ATTACHMENT D

Hopkins County
!ncident Response Plan

Adopted Date:

Overview

This lncident Response Plan is designed to provide general guidance to county
staff, both technical and managerial, to:

1. enable quick and efficient recovery in the event of security incidents which
may threaten the confidentiality of OAG Data;

2. respond in a systematic manner to incidents and carry out all necessary
steps to handle an incident;

3. prevent or minimize disruption of mission-critical services; and,
4. minimize loss or theft of confidential data.

The plan identifies and describes the roles and responsibilities of the lncident
Response Team and outlines steps to take upon discovery of unauthorized
access lo confidential data. The lncident Response Team is responsible for
putting the Plan into action.

lncident Response Team

The lncident Response Team is established to provide a quick, effective and
orderly response to any threat to confidential data. The Team's mission is to
prevent a serious loss of information assets or public confidence by providing an
immediate, effective and skillful response to any unexpected event involving
computer information systems, networks or databases. The Team is responsible
for investigating suspected security incidents in a timely manner and reporting
findings to management and the appropriate authorities.

Page 1 of 3



ATTACHMENT D

Position Roles and Responsibilities
Chief lnformation
Security Officer
(crso)

. lmmediately report incident directly to OAG CISO and OAG Contract
Manager

. Determane nature and scope of the incident

. Contact members of the lncident Response Team

. Determine whach Team members play an active role in the
investigation

. Escalate to executive management as appropriate

. Contad other departments as appropriate

. Monitor and report progress of investigation to OAG CISO

. Ensure evidence gathering and preservation is appropriate

. Prepare and provide a written summary of the incident and correclive
action taken to oAG clso

lnformation
Technology
Operations Center

. Central point of contacl for all computer incidents

. Notify CISO to activate lncident Response Team

lnformation Privacy
Office

. Document the types of personal information that may have been
breached

. Provide guidance throughout the investigation on issues relating to
privacy of customer and employee personal information

. Assist in developing appropriate communication to impacled parties

. Assess the need to change privacy policies, Procedures and/or
practices as a result of the breach

Network
Architecture

. Analyze network trafflc for signs of extemal attack

. Run tracing tool and event loggers

. Look for signs of firewall breach

. Conlact extemal intemet service provider for assislance as appropriate

. Take necessary action to block traffic from suspected intruder

. Prepare lncident Containment Report, as appropriate, and frcMard to
County CISO

Operating Systems
Arch itectu re

. Ensure all service packs and patches are cunent on mission-critical
com puters

. Ensure backups are in place br all critical systems

. Examine system logs of critical systems for unusual aclivity

. Prepare lncident Containment Reporl, as appropriate, and foMard to
County CISO

Business
Applications

lntemal Auditing . Review systems to ensure compliance with information seoJrity policy

and controls
. Perform appropriate audit test work to ensure mission-critical systems

are cunent with service packs and patches
. Report any system control gaps to management for conective action

Page 2 of 3

lncident Response Team Roles and Responsibilities

. Monitor business applications and services for signs of attack

. Review audit logs of mission-critical servers for signs of suspicious
activity

. Contacl the lnformation Technology Operations Center with any
information relating to a suspected breach

. Collecl pertinent information regarding the incident at the request of
the clso



ATTACHMENT D

Roles and ResponsibilitiesPosition
. Prepare lncident Eradication Report and foMard to County CISO

lncident Contact List

OAG Contact lnformation

Position Name Phone
Numbel Email address

OAG lnformation
Security Officer

Arthur Cantrell 512460-6061 arthur.cantrell@texasattomeygeneral. gov

OAG Contract
Manager Jamie Lala 5'12-460-6768 jam ie. lala@texasattomeygeneral. gov

Position Name
Phone

Number Email address

Chief of lnformation
Security Officer

County Contract Manager

lnformation Technology
Operations Center

lnformation Privacy Office

Network Architecture

Operating Systems
Architecture

Business Applications

lntemal Auditing

Page 3 of 3

County Contact lnformation



To immediately report an incident
please contact:

SECURITY INCIDENT REPORT
For Contractors or Vendors

Arthur Cantrell
OAG-CSD lnformation Security Officer
Arth ur.Cantrell@oag.texas.gov
Office (512) 460-6061
Fax (512)460-6027

Instructions: Each Contractor or business partner (Contractor) is required to provide timely reporting of
security incidents to the OfIice of the Attomey General, Child Support Division (OAG-CSD) Information
Security Officer (lSO). Together, the Contraclor and OAG-CSD ISO will assess the significance and

criticality ofa security incident based on the business impact to affected resources and the current and

potential effect ofthe incident (e.g, loss ofaccess lo services, revenue, productiity, reputation;
unouthorized disclosure of confidmtial or pritate information: loss of data or network integrity; or
propagation to other networh).

Depending on the criticality ofthe incident, it will not always be feasible to gather allthe information pnor
to repofling 10 OAG-CSD. In such cases, incident response teams should make an initial report and then

conlinue to report information to the OAG-CSD daily until the incident has been resolved and the OAG-CSD
ISO has closed the incident. All security incident repofis provided to OAG-CSD will be classified and

handled as Confidential per Section 2 059.05 5 Texas Government Code li'GC) and Section 5 52.1 39 Texas

Government Code.

Company Name:
Full Name:
Job Title:
Division or office:
Work phone

Mobile phone:

E-mail address:
Fax number:
Additional contacl informalion : (e. 9., subiecl matler experts ; incident response team members)

Area of Specialty Name Email

Rev. 04-24-2017

Phone #

ATTACHMENT E

CONFIDENTIAL when filled out (Section 2059.55 TGC & Section 552.139 TGC)

OAG-CSD Security lncident Report lor ConEactors or Vendors
Anachment# Page I of5

l. Contact Information



ATTACHMENT E

SECURITY INCIDENT REPORT
For Contractors or Vendors

Descript ion of inc ident :

3 of Incident heck one

Citical (e.g., afects public mfety or FefuraUSate/Irdivi&nl confdentiol or private ir{ormation)
High (e.g., afects Contractor's enlire network or critical bwiness ot mission syslems)

Medium (e.g, afects Contraclor's nelwork infrastruchtre, servers, or odmin occannls)

Iow (e.g., afects Contractor's workstations or standsrd user accounts onlD
Unknown/Other lease describe below

'1. Im of Incident oll that
Propagation to other networks
Unauthorized disclosure of data./information
Unauthorized modifi cation of datalinformation
Unknown/Other lease describe below

A ddit io na I i mpac t i nfor m at i o n :

5. Sensitivity of Affected Dataflnformation (Check all that appl:t)

! Personally identifiable information
(PII/PHI)

CONFTDENTTAL when filled out (Section 2059.55 TGC & Sec,ion 552.139 lrc)
OAC{SD Security Incident Report for Confaclors or VendoE
Attachment # Page2of5

2. Type of Incid ent (Check all thor apply)
Account compromise (e.g., lost password)
Denial of service (including distributed)
Malicious code (e.g., virus, worm, Trojan)
Misuse of systems (e.9., acceptable use)

Reconnaissance (e-g., scanning, probing)

! Social engineering (e.g., phishing, scans)
! Technical vulnerability (e.g., 0-doy
attacles)

! TheftIoss of equipmenUmedia/document
Unauthorized access (e.g., systems, fuvices)
Unknown/Other (Please describe below)

Estimated number of systems affected:
(e. g., worlcstations, servers, mainframes,
appl ic atio ns, sw itc he s, ro ule rs )
Estimated number of users and/or
customers affected:
Third-parties involved or affected:
(e.9., vendors, contractors, partners)
A ddit io nal sco pe i nformat ion

Loss of access to services
Loss of productivity
Loss of revenue
Loss of tlon

Estimated total cost incurred:
(e.g., cost to contain incidenl, reslore
systems, notily data owners, notify

nescredit itormontomecus rs s,

! ConfidentiaVsensitive/lRS data/info

! Financial data./info

Rev 04-24-201?

tr
n

tr
tr
tr



Describe the data and/or information that may have been compromised.

7. Systerns Alfected by Incident (Provide as much detoil as pssible)

CONFIDENTIAL when filled out (Section 2059.55 TGC & Secrion 552.139 TGC)

OAC{SD Security Incident Repon for ConEa.tors ot vendon
Attachment * Page I of5

SECURITY INCIDENT Rf, PORT
For Contractors or Vendors

Intellectual property/copyrighted data./info
Critical infrastructure/Key resources
Unknown/Other (P lease describe below)

Non-sensitive data/inlo
Publicly available datalinfo

Quantity of data,/information affected:
(e.g., ftle sizes, number of records)

6. Users and/or Customen Affected by Incident (Provide as much detail as possible)

Number of affected Users Number of affected Customers

User Name System access levels or rights of affected users:
(e.9., regular user, domain administrator, rool)

Additional User and/or Customer details;

Attack sources (e.g., IP address, port):

Attack destinations (e.g., lP address, port):

IP addresses of affected systems:

Domain names of affected systems:

Primary functions of affected systems:
(e.g., web server, domain controller)

Operating systems of affected systems:
(e.g., version, semice pack, confguration)

Patch level of affected systems:
(e.g., latest patches loafud, hotfues)

Security software loaded on affect systems:
(e. g., anti-virus, onti-spw ore, frrew oll,
versions, date of latest definitions)

Physical location of aflected systems:
(e.9., state, cily, building, room, desk)

A ddit ional sysle m details :

Rev 04-24-2017

@
ATTACHMENT E
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User Job Title



8. Remediation of Incident (Provide as much detail as possible - include dates)

CONFIDENTIAL when filled out (Section 2059-55 T@ & Section 552.139 TC,C')

OAC-CSD Security Incident Report for Conlracto6 or VendoB
Anachment # Page4of5

ATTACHMENT E

SECURTTY TNCIDENT REPORT
For Contractors or Vendors

Actions taken by Contractor to
identify affected resources:

Actions taken by Contractor to
contain & investigate incident:

Actions taken by Contractor to
remediate incident:

Actions taken by Contractor to
verifo successful remediation:
(e.g., perlorm vulnerability
scan. code review. system tests)

Actions planned by Contractor
to prevent similar incidents:
(provide timeline)

9. Timeline of In ciileot (Provide as much detail as possible)

a. Date and time when Contractor first detected.
discovered. or was notified about the incident:

b. Date and time when the actual incident occuned:
(estimotion if exoct dote and time unknown)

c. Date and time when the incident was contained. or
when all affected systems or iunctions u'ere restored:
(use whichever dttte and time is later)

e. Elapsed time between the discovery and restoration
(e.g., dffirence bett4,een a. ond c. above)

Rev.04-24-2017

@

Addit io nal re me diation deta il s :

d. Elapsed time betu'een the incident and discovery:
(e.g., difference beN,een a. and b. above)



ATTACHMENT E

SECURITY INCIDENT REPORT
For Contractors or Vendors

Daailed incidenl timeline:
Dale Time EvenVAction/Comment

10. Miscellaneous / Lessons Learnd (Provide any,other relevant information)

Arthur Cantrell
OAG-CSD lnformation Security Ofiicer
Mail Code 033-1
5500 E. Oltorf P.O. Box 12017
Austin, TX 78741 Austin, TX 78711-2017
Office (512) 4606061
Fax (5121460-6027
Arthur.Cantrell@oag.texas.gov

*PLEASE NOTE:
. AU Security lncident Reponing Forms and acmmpanying documentation musl be transmitted to OAG-CSD

in a safe and secure manner,
. Please eocrypt all documents prior to transmissbn.
. Please contact the ISO via phone to coordinate your fax transmission or decryption password.

"Upon discovering a possible improper inspeclion or disclosure of FTl, including breaches and security

incidents, by a federal employee, a state employee, or any other person, the individual making the

observation or receiving information must contact the oflce of the appropriate special agent-in-charge,

TICTA immediately, but no later than 24 houn after identificalion ofa possible issue involving FTI. Call the

local TITGA Field Division Oflice first." "Concurent to notirying TIGTA, the agency musl noti! the Office
ofsafeguards by email to Safeguards mailbox, safeeuardreports@irs.eov." (lRS publication 1075 $10.1)

If criminal action is suspected (e.g., violations of Chapter j3, Penal Code, Computer Crimes, or
Chapter 3jA, Penal Code, Telecommunicalions Crimes) the Contractor is also responsible for
contacting the appropriate law enforcement and investigative authorities.

Please submit the completed form,
aftachments and all updates to:

CONFIDENTIAL when fill€d out (Sectior 2059.55 TGC & Section 552.139 TCCI
oAGCSD Security Incidenl Repofl for Contractors or Vendors
Attachment# Pag€ 5 of5

I l. Lbt of AttachmenF (Include the name antl date of each attachment)

Rev 04-24'2017



ATTACHMENT F

CERTIFICATION REGARDING LOBBYING

Certification for Contracts, Grants, Loans, and Cooperative Agreements

The undersigned certifies, to the best of his or her knowledge and belief, that:

(1) No federal appropriated funds have been paid or will be paid by, or on behaUofthe undersigned, to
any person for influencing or attempting to influence an officer or employee of an agency, a Member
of Congress, an office or employee of Congress, or an employee ofa Member of Congress in
connection with the awarding ofany federal contract, the making ofany federal grant, the making
of any federal loan, the entering into ofany cooperative agreement, and the extension, continuation,
renewal, amendment, or modification ofany federal contract, Brant, Ioan, or cooperative agreement.

(2) If any funds other than federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an ofrcer or employee ofany agency, a Member of Congress,
an officer or employee of Congress, or an employee ofa Member ofCongress in clnnection with this
federal contract, grant, loan, or cooperative agreement, the undersigned shall complete and submit
Standard Form LLL, "Disclosure Form to Report Lobbying," in accordance with its instructions.

(3) The undersigned shall require that the language of this certification be included in the award
documents for all sub-awards at all tiers (including subcontracts, sub grants, and contracts under
grants, loans, and cooperative agr€ements) and that all sub recipients shall certi$ and disclose
accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or enter€d into. Submission of this certification is a prer€quisite for making or entering into this
transaction imposed by Section 1352, title 31, U.S. Code- Any person who fails to file the required
certification shall be subject to a civil penalty ofnot less than $10,000 and not more than $100,000 for each
such failure.

@espondent Signature)

@espondent Title)

(Date)

@espondent Printed Name)

(Organization)



ATTACHMENT G

(:l.ttLt, lt1 PPota I Dtrtir!Js

Request for New County User

A criminal background review will be conducted prior to providing access to TXCSES systems. This form musl be
completed and retumed to CSD-CountvAccess@oag.texas.sov beforc access can be granted.

Employee Name:

Other Names (i.e. maiden, etc.)

County

Work Email Address:

Work Phone Number:

Responsibilities under the contract:

Date of Binh:

Driver's License Number: State

Social Security Number:

Supervisor's Signature Title

Supervisor's Email Address Date

Reu, 4/2027


